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Threats of Emerging AI-Based Crimes to Public Safety and Countermeasures
Wan Fai lam

Abstract: This paper aims to explore the emerging Al-based crime trends and propose corresponding strategies
to address them. Through the analysis and discussion from the legal and policy aspects, technological aspects, and
education and awareness aspects, this paper summarizes the key strategies to combat Al-based crimes. At the legal
and policy level, the key lies in formulating and improving relevant laws and regulations, strengthening international
cooperation, and raising public awareness. At the technological level, innovation in cybersecurity technologies and
AT algorithms play a crucial role in crime prevention and response. At the education and awareness level, enhancing
public digital literacy and cybersecurity awareness is of paramount importance. However, there are still challenges
in addressing Al-based crimes, thus requiring further optimization of legal frameworks, promotion of technological

innovation, strengthening of education and awareness, and the intensification of international cooperation.
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