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Analysis of the Evolution of Telecom Network Fraud Crimes and Prevention and
Control Measures
Niu Jinglei; Wang Yanhong

Abstract: Combating and preventing telecom network fraud crimes is a long-term task. Telecom network fraud
activities do not diminish with the collapse of the telecom fraud park in northern Myanmar; instead, fraud activities
evolve through the adoption of new technological means. Establishing an effective prevention and control system
and promoting social co-governance are crucial for ensuring people’s well-being and enhancing their sense of gain,
happiness, and security. The construction of a prevention and control system for telecom network fraud crimes should
target the underlying logic of these crimes. Through the operational mechanism of information asymmetry in telecom
network fraud crimes and identifying their root causes from the links where information asymmetry arises, targeted

prevention and control measures can be developed to significantly improve anti-fraud effectiveness.

Keywords: Telecom Network Fraud Crimes; Prevention and Control; Information Asymmetry; Evolution
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Research on the Governance of Telecommunications Network Fraud Related Crimes-
From the perspective of crime of aiding information network criminal activities
Wang Bin

Abstract: Crime of aiding information network criminal activities a related crime of telecommunications network
fraud, which is an important support and foundation of telecommunications network fraud. The crime of aiding
information network criminal activities has specific connotations, characteristics, and types. The governance of crime
of aiding information network criminal activities involves many links and aspects, and also faces many governance
difficulties in the governance process,these governance difficulties mainly manifest as the dilemma of pre prevention,
the dilemma of blocking during the process, and the dilemma of post punishment. In the face of many difficulties in the
governance process of crime of aiding information network criminal activities, we should base ourselves on the actual
situation of the occurrence, development, and completion of crime of aiding information network criminal activities in
our country, take multiple measures, comprehensively implement policies, and systematically crack them in a targeted
manner. Only in this way can we effectively curb the high and frequent occurrence of crime of aiding information

network criminal activities, and achieve true governance quality and efficiency.

Keywords: Crime of Aiding Information Network Criminal Activities; Main Types; Governance Dilemma; Cracking

Measures
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Logic and Paradigm of Fuzzy Cognitive Thinking in ill-structured Investigative
Intelligence
He Hongbin; Xu Weixia; Zeng Mulan

Abstract: Ill-constructed intelligence comes from the limitation of cognition activity and cognition ability in
investigation practice. It is common in the process of criminal investigation. Investigators need to make cognitive
judgment on this kind of intelligence with fuzzy thinking. The logical elements of fuzzy thinking include a set of
intelligence states, a set of state operands and related path elements. The logical process of fuzzy thinking is to search the
path that can connect the initial state of intelligence and the state of intelligence target in the ill-structured intelligence
space. In the theory of problem-solving thinking in cognitive psychology, this kind of thinking logic is summarized as
means - ends. Fuzzy cognitive thinking ability depends on the operator to bridge the initial state and the target state, and
its bridging paradigm is represented by three progressive thinking layers: selection, construction and simulation. This
research is helpful for investigators to understand and improve the fuzzy cognitive ability in criminal investigation, and

to solve the cognitive dilemma caused by ill-constructed intelligence.

Keywords: Criminal investigation; Ill-structured intelligence; Fuzzy cognition; Thinking logic; Thinking paradigm
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A Brief Discussion on the Situation of Recruitment Fraud and the Countermeasures
Against this Crime in Macao
Lei Kam Tim

Abstract: Under the trend of globalization, the economic and trade relations between countries have become
increasingly close, and the demand for human resources has become stronger and stronger. Working away from home
and working online is very common among workers. Since its return to the Motherland, Macao has been following an
open policy towards the gaming industry. Gaming tourism has become an important support of Macao’s economy and the
number of job vacancies has thus increased rapidly. However, the growth rate of the local labor force has failed to meet
the needs of the labor market, and so enterprises and businesses turn their attention to those high-skilled professionals
as well as those low-skilled labor outside Macao. They offer them wages that are better than what are being offered in
their hometown to attract them to come to Macao to work. The Macao SAR government has also formulated relevant
laws and regulations to regulate the employment system of foreign employees in order to protect the rights and interests
of both employers and employees, in addition to enhancing a healthy economic and social development in Macao.
Therefore, aside from preventing and combating cross-border labor-related crimes together, ensuring the safety of both
local residents’ and foreign workers’ properties is also a never-ending task of the cross-strait police, the Hong Kong police

and the Macao police.

Keywords: Workers; Cross-Border Labor-Related Crimes; Safety; Cooperation Modes
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Empowering Public Security Governance with New Quality Public Security Combat
Effectiveness: Development Logic, Theoretical Logic, and Practical Approach
Liu Wei

Abstract: The new quality of public security combat effectiveness is a response to the demands of the digital intelligence
era, driven by technological innovation, fostering its growth, re-creation and reinvention. Empowering the new quality of
public security combat effectiveness in public security governance requires adherence to governance values centered on
the people, the direction of governance reform towards building a comprehensive, three-dimensional security network,
a collaborative innovation governance model involving multiple centers, the adoption of smart governance tools across
the entire chain and process, and the theoretical logic of resilient governance to enhance governance efficiency. This
approach addresses real challenges such as changing domestic and international environments, the emergence of non-
traditional issues, compounded governance demands, technological alienation, and imbalanced development. Exploring
the practical approach to empower the new quality of public security combat effectiveness in public security governance
necessitates a holistic understanding of public security governance, promoting reform and innovation through resilient

governance, bolstering data security protection, and elevating the quality of talented teams.

Keywords: New Quality of Public Security Combat Effectiveness; Public Security Governance; Theoretical Logic; Real

Challenges; Practical Approach
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Threats of Emerging AI-Based Crimes to Public Safety and Countermeasures
Wan Fai lam

Abstract: This paper aims to explore the emerging Al-based crime trends and propose corresponding strategies
to address them. Through the analysis and discussion from the legal and policy aspects, technological aspects, and
education and awareness aspects, this paper summarizes the key strategies to combat Al-based crimes. At the legal
and policy level, the key lies in formulating and improving relevant laws and regulations, strengthening international
cooperation, and raising public awareness. At the technological level, innovation in cybersecurity technologies and
AT algorithms play a crucial role in crime prevention and response. At the education and awareness level, enhancing
public digital literacy and cybersecurity awareness is of paramount importance. However, there are still challenges
in addressing Al-based crimes, thus requiring further optimization of legal frameworks, promotion of technological

innovation, strengthening of education and awareness, and the intensification of international cooperation.

Keywords: Emerging Al-Based Crimes; Legal and Policy; Technological Innovation; Education and Awareness;

International Cooperation
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Analysis of the Current Situation and Suggestions for Improvement in Smart Cloud
Policing Data Governance in Macao’s Security Sector
Wong Sio Leng

Abstract: The security authorities implement the governance philosophy of strengthening the police through
technology, aiming to enhance Macao’s security management and supervision capabilities through various smart
policing applications. Smart applications leverage data as a resource, which needs to be governed to uncover its
hidden value and empower various smart policing applications. This article begins by introducing the concept of data
governance and its relevant theoretical framework. It then summarizes the current status and effectiveness of smart
cloud policing data governance in Macao’s security sector. The security authorities established a leadership team and
a data governance team for smart cloud policing, formulated a five-year plan for smart policing, set several standards
and specifications, conducted an initial analysis of data resources, and built a shared platform for policing data resource
services. Lastly, the article highlights that smart cloud policing data governance in the current security sector is still in
its initial stage. It is necessary to assess the current state of data governance and develop targeted improvement plans.
The article identifies six challenges and difficulties in smart policing data governance, and proposes eight suggestions for

improvements and future prospects.

Keywords: Data Governance; Data Management; Data; Smart Policing
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Applied Research on the Intelligent Training System Based on Law Enforcement
Language in the Field of Anti-Fraud Early Warning and Dissuasion
Yang Yong; Taowei Guangyang; Deng Yuan

Abstract: Owing to the non-contact and virtual nature of network crime and the lack of traditional material evidence, it
is particularly difficult to investigate and crack down on telecom network fraud. Therefore, to reduce the incidence rate at
the source, the ecological management of telecom network fraud crime should pay attention to the source management
while crime prevention should also be the core. The prevention of electric fraud crime is divided into two parts: early
warning and dissuasion. Anti-fraud early warning is mainly propaganda work, while anti-fraud dissuasion is mainly
manual intervention for fraud cases that will happen or have already happened. However, due to the large number of
fraud cases, the lack of police resources from the ordinary level and the differences in cognition between the dissuaders
and the victims, it is often difficult to achieve significant results in early warning and dissuasion. By analyzing the
current difficulties encountered in anti-fraud early warning and dissuasion, this paper explores the feasibility of applying
the law enforcement language intelligent training system to the construction of anti-fraud courses, the training of anti-
fraud skills and the on-site law enforcement language training by combining elements like the law enforcement language
ability of the dissuasive body, the dissuasive speech technique, the situational training technique, the dialogue system,
etc. so as to improve the quality of the work done by the anti-fraud early warning and dissuasive body in addition to

optimizing the anti-fraud tasks.

Keywords: Telecom Network Fraud; Artificial Intelligence; Early Warning and Dissuasion; Law Enforcement Language

Training
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